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INTRODUCTION

Security, data protection and compliance are fundamental components of the trustworthy
products and services Konica Minolta provides to its customers. Konica Minolta has created
this paper to support customers with questions about how data processed by Konica Minolta
AlRe Link solution is managed.

By providing this information, we would like to show customers the great importance Konica
Minolta associates with the topic of data protection — and how companies can benefit from
comprehensive control, transparency and compliance and meet their own data protection
obligations easily.
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1. PRINCIPLES

Itis very important for Konica Minolta to ensure that all products and services comply with applicable law,
including the EU General Data Protection Regulation (GDPR). Konica Minolta Business Solutions Europe GmbH
(Konica Minolta) is the GDPR controller with the following assigned company data protection officer:

Dr Frederike Rehker

Konica Minolta Business Solutions Europe GmbH
Europaallee 17, 30855 Langenhagen, Germany
Tel.: +49 (0)511 7404-0

Email: dataprotection@konicaminolta.eu

If you have any questions concerning data protection, please do not hesitate to contact Dr Rehker.

AlRe Link has been developed in a way so that it is as simple and secure as possible: It doesn’t collect data that
is not necessarily needed to provide the service. Only the minimum amount of data is collected and every piece
of information is protected by industry standard practices. The system also undergoes regular security audits
based on OWASP (Open Web Application Security Project®) recommendations.

Konica Minolta AlRe Link follows six important data protection principles:

1. Control: Customers stay in control of the data they share with Konica Minolta thanks to easy-to-use manage-
ment tools.

2. Transparency: Information about the collected data is provided so that customers can make informed
decisions.

3. Security: Datais encrypted during transmission using TLS 1.2.

4. Excellent legal protection: The currently valid data protection legislation applies. Konica Minolta is commit-
ted to protecting customer privacy as a fundamental human right.

5. No content-related advertising: Measures have been taken to avoid or limit collecting customer data such
as the content of AlRe Link sessions, chats and messages via the AlRe Link system. Customer content that is
inadvertently recorded is treated confidentially and not used for targeted ads.

6. Benefits for customers: Data is collected to provide a modern product with better safety, reliability and per-
formance that is continuously improved for the benefit of all customers.
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AlRe Link is built on the AWS (Amazon Web Services) cloud to provide modern functions. The data is processed
on servers located in Frankfurt, Germany. Konica Minolta AlRe Link utilizes a high security standard worldwide
for cloud services. The AWS cloud is based on four globally applicable basic principles: security, data protec-
tion, compliance and transparency.

Konica Minolta AlRe Link ensures the customers’ rights as defined by GDPR, including

- Right of access (Art. 15 GDPR),

- Right of rectification (Art. 16 GDPR),

- Right to erasure (“right to be forgotten”) (Art. 17 GDPR),

- Right to restriction of processing (Art. 18 GDPR),

- Right to data portability (Art. 20 GDPR),

- Rightto object (Art. 21 GDPR),

- Right to lodge a complaint with a supervisory authority (Art. 77 GDPR) or
- Right of withdrawal (Art. 7 GDPR).

As a matter of principle, Konica Minolta will only process your personal data where this is linked to a specified,
explicit and legitimate purpose that was already defined before the processing activity is commenced, as de-
tailed in Art. 51lit. b GDPR.

For more detailed information, please see:

AlRe Link Terms of use:
https://app.aire.link/assets/files/tac/AlReLink Terms of Use v1.2.pdf

AlRe Link Privacy Policy: https://app.aire.link/assets/files/privacy-policy/
AlRelink Privacy Policy Portal v1.0.pdf

AlRe Link Data Processing Agreement:
https://app.aire.link/assets/files/dpa/AlReLink DPA vO0.1.pdf



file:/assets/files/tac/AIReLink_Terms_of_Use_v1.2.pdf
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2. SECURITY MECHANISMS

The potential for security risks must not be underestimated. Thus, Konica Minolta takes a comprehensive
approach to the topic of security. For this reason, the security mechanisms cover software, infrastructure and
people to reduce potential points of attack.

Konica Minolta AlRe Link is a web-based application consisting of several modules that communicate together
using APIs (Application Programming Interfaces). The architecture can be divided into three main layers:

- Frontend: the user interface
— Backend: the application engine that performs various actions
- Storage: the place where data is persistently stored

Every layer is protected by appropriate security measures. Data transfer between layers is always encrypted
using TLS1.2. API calls use various security measures like signing and bearer tokens.

The software is regularly scanned for known vulnerabilities in 3" party components and we mitigate even
potential problems immediately.

Infrastructure is located in highly secured datacentres that pass regular reviews from 3rd party certification
authorities. A list of AWS certificates can be found at https://aws.amazon.com/compliance/programs/.

Itis permanently monitored for any irregularities. In case of attack, the Konica Minolta engineers will be noti-
fied and take appropriate countermeasures.

Several AWS security solutions are used to ensure that even emerging or potential attacks are mitigated.
The Konica Minolta engineers and developers are regularly trained in security best practices and the latest

findings in security. We demand the same high level of security responsibility from internal employees
and partners.


https://aws.amazon.com/compliance/programs/
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3. END-USER DATA
PROTECTION

Konica Minolta AlRe Link is a web application. It runs in a browser and interacts with the end-user system via a
set of APIs. As browsers are designed to provide a secure browsing experience in a generally zero-trust internet
environment, the web pages typically get almost no privileges in the user operating system. The web page is
“sandboxed” within the browser and it can perform only a very limited number of actions on the user device.
This provides a very high level of protection from malicious webpages, as virtually all interactions with the user
system must be explicitly approved by the user.

Konica Minolta AlRe Link needs access to a specific set of end-user device features. The user must provide ex-
plicit permission for the solution to access these features. These permissions are effective exclusively when the
AlRe Link page is opened in the browser. The typical set of permissions grants access to:

- The camera: Camera access is mandatory and is required to provide a video stream to the assistant. Access
to video is further restricted by browsers if the webpage is not visible (e.qg. if the user has switched to anoth-
er application). In such cases, the video stream is replaced by a black placeholder video.

- The microphone: Microphone access is optional. It is used to provide an audio stream for two-way com-
munication between the assistant and the client. Access to the microphone may not be enabled if there is
another audio channel in use (e.g. a regular phone call).

- Thelocation: Location access is optional. AlRe Link uses it to calculate savings (time, distance, CO2 emis-
sions etc.). If access to location services is not granted, it has no effect on the user experience.

All the audio and video streams are protected by WebRTC protocol, which enforces TLS end-to-end encryption.
WebRTC is a trusted communication protocol supported by Apple, Google, Microsoft, Mozilla and Opera.
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